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CALIFORNIA STATE UNIVERSITY
SAN MARCOS

Procedure for Submitting Proposals for New Certificates

1. Full and exact title of the Certificate program and level of the program
(Certificate of Specialized vs. Advanced Study). Name and position of the
person(s) submitting the proposed Certificate. Intended implementation date
of the program.

Title: Cybersecurity — Management, Risk & Governance
Level: Advanced Study

Name: Teresa Macklin

Position: Program Director, Cybersecurity PSM (Interim)
Implementation date: Fall, 2018

2. List of the existing programs in the discipline(s) under which the new
Certificate is to be offered.
This program will be offered by MIS through Extended Learning, in
partnership with the Cybersecurity Professional Science Masters.

3. List of the existing program(s) that may be affected by the proposed
Certificate.
It may affect the Cybersecurity Professional Science Masters, but this
certificate is proposed and managed by the same committee.

4, Purpose of the proposed Certificate, including specific academic objectives
served, professional applications, potential student market, and a statement
explaining the need for the Certificate in comparison to existing related
majors, minors, and Graduate programs.

Purpose: There is a broad need for these skills. Demand for the
information and skills provided by this certificate remains very high, yet
many potential students are not prepared to embark on a full Master’s
program. Additionally, some career paths do not require a master’s
degree. Many organizations will support funding employee certification
over a Master’s program. Further, many potential students do not require,
or are not prepared for the technical aspects of cybersecurity.

Academic Objectives: This certificate is intended to provide students with
knowledge, skills and experience sufficient for them to develop and/or

manage the implement of a cybersecurity program in an organization which
stores or transmits protected information. Please note that a

complementary certificate, “Cybersecurity — Technologies”, which explores
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Compared to existing programs: The MIS program has a 2 unit elective,
“MIS 418 Information Security Management” that cover some of the matrial
in the MCS500 course. At present there are no programs on campus
teaching the remaining topics. The Cybersecurity Master’s program
includes these courses.

5. List of the courses, by catalog number, title, and units of credit, as well as
total units to be required under the proposed Certificate.

MCS 500 Introduction to Cybersecurity (2)
MGMT 521 Principles of Organizational Behavior and Leadership for Security

Management (2)
MIS 522 Information Systems and Security Management (2)
MIS 621 Information Security Governance (3)

MIS 622 Technology Assessment and Security Risk Management (3)

6. Definition of the minimum level of competence to be demonstrated to earn the
proposed Certificate, and a description of the means of assessing that
competence (examination, practicum, field experience, etc.).

These courses require a combination of written and oral communication
skills demonstrated by a series of papers and presentations. These, along
with quizzes and other assessments are used to assign grades. Students
must maintain a 3.0 GPA and earn at least a "C" (2.0) in each course.

- Description of assessment strategies for waiver of lower division requirements
(where applicable).
N/A
8. New courses to be developed. Include proposed catalog descriptions in the

Certificate proposal. “C-forms” for these courses should accompany the
proposed Certificate package for curricular review.
N/A
9. List of all present faculty members, with rank, appointment status, highest
degree earned, date and field of highest degree, and professional experience,
who would teach in the proposed aggregate of courses.

Dr Yi Sun, Professor,
Full Time TTF, PhD Decision and Information Sciences, 2003

Dr Jeff Kohles, Professor,
Full Time TTF, PhD Leadership and Organizational Behavior

Teresa Macklin, Lecturer/Associate Dean IITS,
Full Time Administrator, JD Law, 2007



10.  Instructional resources (faculty, space, equipment, library volumes, etc.)
needed to implement and sustain the Certificate program.

This certificate program will use open seats in the existing Cybersecurity
Professional Science Master’s program. At present we do not anticipate
creating new sections of these programs to meet demand for the
certificate.
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